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MAY 2020

Dear Readers,

In May 2020, the number of COVID-19 cases globally has touched five million, and that happened over 
a six-month period. At the rate in which the number of COVID-19 afflicted is doubling, it could cross a 
billion cases in a year, by when the world hopes to find a vaccine.
There is a globally raging debate if COVID-19 is an artificially developed virus. There are speculations 

that the virus originated in China’s Wuhan laboratory. But without any conclusive proof, the story of its 
origins has remained what it is: an enigma.

Obviously, no serious nation in the world wants to take this enigma lightly. The reasons for this are 
pretty clear. What if the COVID-19 was really a bioweapon unleashed intentionally or unintentionally by a 
rogue state to bring world economic powers to their knees? As has been seen in the last six months, some 
of the worst affected nations of the pandemic have been those economic giants that have boasted of better 
lifestyles and living conditions for its citizens. The COVID-19 bolt was truly from the blue for every nation, 
be it from South Asia and South East Asia that are neighbours to China, or those from West Asia, or from 
distant Africa, Europe, and the Americas. All because the world is now a global village. And globalisation is 
in practice localisation.

Air connectivity and the shrinking of distances between places have caused havoc, as the virus has been 
spread globally by traverllers, be it for pleasure or business. The disease has also been a great leveller. It has 
hit the poorest of the global poor, the richest of the rich and the powerful of the most powerful persons, in-
cluding government heads such as the British Prime Minister Boris Johnson or ministers in the Iranian gov-
ernment. Some of the worst affected nations have been those economically closest to China - such as Italy.

Just as a health crisis, are nations really prepared to tackle the outbreak? The six-month experience has 
shown that the World Health Organisation is just a handmaiden of powers that can get its Director-General 
appointed. Then, this world body - created to help member-states to contain and handle global pandemics 
and epidemics - can abdicate its responsibility to pander to the whims and geopolitical machinations of 
world powers.

Even nation-states such as the United States of America, which currently is the undisputed leader of a 
unipolar world, are unable to contain and manage the health crisis that is sweeping that nation. Its health-
care facilities have broken down and have had seizures - the pun intended - at the increasing number of 
COVID-19 cases being rushed to hospitals for attention.

There are rigorous efforts at this point in time to find a vaccine for the COVID-19. That effort is being led 
by pharmaceutical companies and Biosafety Level 3 or Level 4 laboratories in nations such as the United 
States of America or India. Global experts think it will be India that will finally and quickly succeed in find 
the remedy for COVID-19. Can this be true?

Nations like India (which boasts of nearly one-seventh of the world population) have gone into a lock-
down at the slightest indication of the virus hitting it hard, and it has helped only to a limited extent of 
slowing down the spread. The lockdown - adopted as a means to ensure physical distancing of citizens and 
to keep them home instead of crowding business houses, offices, shopping malls, and other similar public 
and private places - will soon globally ring the death-knell of small and large economies alike, as no business 
transactions, services or manufacturing activities happen.

Even if COVID-19 was not a bioweapon, as being suspected, what if such bioagents are weaponised by 
a nation that wants to unleash terror against its geopolitical opponents? Doesn’t that pose a threat against 
humanity itself, about which the world needs to wake up right now and act? If indeed COVID-19 is a bio-
weapon, then we can easily assume that the United Nations Biological and Toxin Weapons Convention is as 
good as dead, unless the nations with common interest or acting in consonance and unitedly in their own 
national interest - pull up their socks, show some grit, and investigate the origins of the bioweapon and 
strictly enforce some punitive action against the rogue nation or organisations that enabled the virus to fes-
ter. The raging advance of Covid-19, the desperate search for a vaccine, clueless politicians, economic crisis 
and widespread panic could also teach us how to respond to bioterror attacks. Is India and the world ready?

N.C. Bipindra, Editor
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Sea Power key to India’s 
post-COVID plans for 
new World Order

MAY 2020

GEOPOLITICS

By A Staff Writer

As the ongoing COVID-19 pandemic ravages across the world, 
questions abound in strategic circles on what it will mean for 
the global order; whether it will fundamentally alter the way 
power is distributed across the world.

No matter how long the pandemic stretches, and how wide-
ly it impacts communities across the world, one thing is clear 
- it will no longer be the world we were familiar with, where 
rules based order, evolved by the comity of nations post the 
Second World War, had gradually become cardinal to the way 
responsible countries conducted their business. 

Challenges to the rules-based order were perceived as ab-
errations, and most nations realised the need to preserve the 
norms established by considerable international cooperation 
over decades.

The assimilative spirit which led to creation of the global 
trading order, the remarkable United Nations conventions 
that codified the laws of the seas, laws of armed conflict, set-

ting up of global organisations for maritime and aviation safe-
ty, and various arms control regimes could come under severe 
challenge by nations seeking to fiercely protect their interests, 
post COVID-19. 

Before the pandemic, the world was already witnessing 
an isolationist America increasingly revanchist China, falter-
ing European solidarity and a fractious Middle East unable to 
come to terms with its traditional rivalries.

The pandemic is likely to make the world further fissip-
arous and nations self-centric. In such a world, how will In-
dia cope with the new power dynamics, and changing ‘trade 
winds’? How can India strive to preserve the multi-polarity 
of the world to its advantage, and prevent it from being sub-
jugated by hypothetical revisionist hegemony? How will the 
emerging world order determine India’s defence restructur-
ing, which has received impetus after the constitution of the 
Chief of the Defence Staff prior the turn of the last year?

Undoubtedly, the Indian leadership and foreign policy ex-
perts will figure out the nimble steps necessary to position In-
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dia in an advantageous position in the post-COVID-19 world 
order. But will it be matched by correct steps in the ongoing 
defence restructuring?

As the dictum goes “diplomacy without arms is like music 
without instruments”. Backed by political will, India may be at 
a cusp of major transformation, as experts have hailed the re-
cent defence reforms as epochal in India’s post-Independence 
history.

In February 2020, media reports indicated that India could 
create up to five theatre commands and the new structures 
were planned to be put in place in the next two years. The The-
atre Commands would be joint commands, which would have 
specific units of the Indian Army, Indian Navy and the Indian 
Air Force under a theatre commander. Theatre commands for 
Jammu and Kashmir.

Western and Northern international borders, and Air De-
fence and have been talked about. An Indian Ocean-centred 
Peninsular Command, covering the areas of responsibility 
of Navy’s Western, Eastern and Southern command has also 
been mentioned.

Even as the broad contours of the planned defence trans-
formation are being worked upon in professional circles, it 

is important to walk the length of history to understand why 
sea-power should be a key consideration to the strategic vision 
of India’s outward exertions in the world. The Indian Ocean 
has been a key determinant in the rise and fall of civilisation 
and empires, over millennia. Scholarship of authors have un-
equivocally brought out that whichever power has dominated 
the seaborne trade in the Indian Ocean Region has enjoyed a 
substantive strategic advantage over adversaries.

Description of India as a ‘civilizational power’ has gained 
currency in nationalist commentaries. Presumably, this also 
includes India’s rich maritime past, created in a great measure 
by kingdoms engaged in overseas sea trade.

In this context, we would do well to remember that the nar-
rative of the Indian Ocean shifts through five general periods 
in history covering many civilisation from fourth millennium 
to sixth century BC (Sumerians, Iberians, Egyptians); the first 
period of intrusion of Mediterranean European influence from 
the West and of Chinese influence from the East (from sixth 
century BC to the sixth century AD). The recording of Euro-
pean and Chinese Impact in the Arab ‘golden age’ (seventh 
century AD to eleventh century AD): the period of resurgence 
of Chinese and Mediterranean European Influence in Indian 
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Ocean trade (twelfth century AD to fifteenth century AD) and 
the rise in dominance of the Indian Ocean and its trade by the 
lands of the North Atlantic (from sixteenth to twentieth centu-
ry AD). In the current phase, we are witnessing the contest be-
tween the dominant North Atlantic Influence (US, European 
powers) and a resurgent Chinese civilisation, yet again. So how 
does India, or Indian civilisation, fit into this mercurial trade 
and power dynamic?

Post the COVID-19 pandemic, major trading nations of the 
world would seek to use the sea routes in the Indian Ocean to 
their advantage, to economise upon transportation costs and 
secure the resources to keep their economies afloat, if not ag-
ile.

The region is likely to witness rise in illegal trade of miner-
als, forest produce and sea food as also trafficking of narcotics 
and arms, using the sea routes. As prevailing trends indicate, 
resource exploitation by extra regional powers has witnessed 
a rise over the years, especially in African countries, often in 
collusion with weak state actors in the region.

The exponential rise of illegal fishing in the Indian Ocean 
mostly attributed to Chinese deep-sea fishing fleets is a case in 
point. The sea routes of the Indian Ocean are being used for 
trafficking of illegally extracted mineral resources and timber 
from African countries, by resource hungry economies outside 
the region.

This phenomenon could see an uptick, with leading man-
ufacturing nations scrambling to preserve their economic ad-
vantages. Concerns over illegal exploitation of maritime re-
sources and use of the sea routes for terrorism have spurred 
some Indian Ocean states to seek assistance of India In pa-
trolling their Exclusive Economic Zones. India is increasingly 
seen by countries in the region as a valued security partner and 
a first part of call for seeking assistance in capacity building 
and capability development.

India’s vision for maritime resurgence conceptualised in 
the well-known Sagarmala and SAGAR programmes, could 
be realised only if India retains a prominent role in deciding 
the course of maritime affairs in the Indian Ocean. Therefore, 
India’s defence transformation will need to be responsive 
to the country’s interests in the ocean surrounding it, which 
also provides India a vantage geographical location to mon-
itor maritime traffic between various strategically important 
‘choke points’, including the Straits of Malacca and the Suez 
Canal.

India’s two Island territories, namely the Andaman and 
Nicobar group, and the Lakshadweep and Minicoy group, are 
the ‘outer Island chains’ which lend the country extended ter-
restrial frontiers and maritime zones, to use them for defence 
and security purposes.

The structural reorganisation being planned by India’s 
defence planners should take into consideration the imper-
ative need to create the amphibious capability that would be 
required to defend these Islands and any other overseas loca-
tions where India’s security interests may lie.

Such capability would include ships suitable for transpor-
tation of amphibious troops, naval escorts, amphibious vehi-
cles and seaborne airpower, which together could constitute a 
modest expeditionary military capability.

Examples from modern military history amply demon-
strate that a true amphibious capability would need a cohesive 
integration of elements of land forces, naval platforms and sea 

based, as well as land-based, airpower. It is only when India 
possesses such blue-water naval and military capability, capa-
ble of making an effect on affairs on land in any part of the 
region, that India could claim to a military power of reckoning 
in the Indian Ocean.

In the post-COVID-19 world, India’s choices in the contest-
ed strategic environment will depend a great degree on its abil-
ity to keep its maritime neighbourhood safe for commerce and 
legitimate resource exploitation. Even a minor disruption in 
trade and transportation patterns could have unforeseen im-
pact on internal as well as external trade, thereby upsetting the 
calculus of good governance.

As predominant maritime powers make readjustment of 
their national policies in the wake of the pandemic, revisionist 
powers are likely to demonstrate cavaliered and strident am-
bition in the Indian Ocean. India would do well to prepare for 
such a contingency, by paying due attention to development of 
sea-power.

Sea-power is a much broader concept than naval power, it 
is the combination of a nation’s various attributes and capa-
bilities to use the seas to serve its political and economic in-
terests.

Indian experts working upon the defence reorganisation 
could imagine an ‘Indian Ocean Integrated Command’ to re-
flect India’s extroverted purposefulness in the maritime realm. 
Such an oceanic integrated command could give a new sense 
of urgency to the ‘whole of the government’ coordination that 
would go into making India a true maritime power of the mod-
ern era.

To make the point in denouement, it is always useful to re-
call the words of Sardar Kavalam Madhava Panikkar, one of 
India’s early maritime thinkers, who wrote in his seminal work 
‘India and the Indian Ocean: an essay on the influence of sea 
power on Indian history (1945) “If India desires to be a naval 
power, it is not sufficient to create a navy however efficient 
and well manned. It must create a naval tradition in the pub-
lic, a sustained interest in oceanic problems and a conviction 
that India’s future greatness lies on the sea”.
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Notion of false equivalence: 
India and Pakistan at the 
Line of Control

PAKISTAN WATCH

By Lieutenant Colonel Akshat Upadhyay

The Line of Control (LoC) between India and Pakistan has 
been extremely active over the past few months. Recent op-
erations conducted by the Indian Army in Keran and Hand-
wara resulted in the killing of seven terrorists, but with nine 
Indian Army brave hearts falling to the terrorists’ bullets in the 
months of April and May respectively. 

The period in-between was interspersed with intelli-
gence-based targeted attacks by Indian Army formations on 
selected terrorist launch pads in Pakistan-occupied Kashmir 
(PoK). These actions reinvigorated a round of ceasefire vio-
lations (CFVs) by the Pakistan Army and retaliation by India 
bringing the issues of deterrence and escalation domination 
into the forefront once again.

Thomas Schelling in his seminal work “Arms and Influence” 
in 1967 spoke of nuclear deterrence between the United States 
(US) and the erstwhile Soviet Union (USSR) in the backdrop 
of the Cold War. His theory of the threat of unspeakable vio-
lence stopping an adversary from carrying out his inimical ac-
tions was based on a few unstated assumptions. These included 
equivalence of military power (USSR dominated in convention-
al terms), comfort of distance, tripwires in the form of troop de-
ployments in Europe, dispersed nuclear assets with both allied 
countries and military commanders on the ground and sophis-
ticated command and control systems, among others.

The process of deterrence, in the form of Mutually Assured 
Destruction (MAD) of both countries was said to have been 
the reason for the Cold War not turning Hot. The states or 
actors were supposed to be rational in their aims and unitary 
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in their decision-making process. This process of deterrence, 
in the form of Mutually Assured Destruction (MAD) of both 
countries was said to have been the reason for the Cold War 
not turning Hot. Both countries, though, continued to invest 
in a number of alliances across the globe, enticing some with 
nuclear umbrellas or extended deterrence and some with arms 
and funds in exchange for stationing of troops and espionage 
equipment, including aircraft.

The presence of MAD also did not preclude the countries 
either from conceptualising nuclear war fighting strategies 
such as counterforce and counter-value strikes or striking each 
other in Afghanistan, Angola, Vietnam and Korea, among oth-
ers. A major part of nuclear war fighting has been conceptual-
ised as forming part of a 44-step escalation ladder, given out 
by Hermann Kahn initially, where the top rung of the ladder 
equals targeting the civilian population with nuclear weapons. 
While this is not a blueprint for any political-military deci-
sion-making, the concept of an escalatory ladder that can be 
climbed in turns by adversaries for retaining the initiative to 
take the next step has caught on.

The ongoing trading of blows across the LoC has become 
quite a common feature of the dynamics between India and 
Pakistan, and if the data for CFVs by Pakistan of the last three 
years is used as a reference, the frequency of occurrence of 
these incidents has increased manifold. As an example, CFV 
figures for entire 2018 and 2019 were 627 and 685 respectively 
while they have already crossed 1,144 in the first three months 
of 2020, with the highest number of violations (411) being re-

corded in March 2020.
This data set alone does not reveal the type of weapons 

used, duration of the firing, casualties to civilians and security 
forces, structures, etc., however, corroborating and collating 
data from newspaper reports and official social media handles 
of the Indian and Pakistani armies highlights a few issues that 
are generally shrouded in misplaced claims of deterrence and 
strategic stability within the sub-continent.

The Cold War lens has neglected the proxy war conducted 
by Pakistan inside Jammu and Kashmir (J&K) and rest of In-
dia using infiltration through the LoC and radicalisation inside 
the Kashmir Valley.

India and Pakistan both became de-facto nuclear powers in 
1998, conducting underground tests within days of each oth-
er. The Kargil war followed almost immediately. Though there 
were no credible reports of either side readying or deploying 
nuclear weapons during the conflict, they were alluded to by 
the US to pressurise Pakistan to concede a war it was already 
losing. Limited use of airpower by India and non-use of air-
power by Pakistan was given evidence of reluctance of both the 
countries to widen the conflict, and by linkage, a retrospective 
nuclear deterrence was established between the two.

Over a period of time, a number of attacks by Pakistan in-
side India, such as the Parliament attacks of 2001, Mumbai 
train attacks, 26/11 attacks and lack of an appropriate punitive 
response by India led to the perception that New Delhi was 
unwilling to undertake even limited military operations due 
to Pakistan’s possession and threat of use of nuclear weapons. 
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However, deterrence was still being understood in terms of a 
Cold War perspective and as a result, unintentionally a false 
equivalence with India was accorded to Pakistan, similar to 
what existed between the US and the Soviet Union.

This false equivalence in terms of status as nuclear powers 
has led to hypothetical scenarios of India and Pakistan engag-
ing in nuclear warfare and all effort and discussion has focused 
on prevention strategies. The Cold War lens has neglected the 
proxy war conducted by Pakistan inside Jammu and Kashmir 
(J&K) and rest of India using infiltration through the LoC and 
radicalisation inside the valley. Both have been subsumed un-
der the nuclear rubric and form reasons for an assumed con-
flict between the two countries to go nuclear. How has this af-
fected the current scenario that pertains to the LoC?

Understanding Indo-Pakistan relations through the Cold 
War framework of nuclear deterrence and escalation domi-
nance is incomplete due to a very crucial reason. There are no 
terror camps inside India nor are any individuals waiting to 
cross over into PoK or Pakistani territory to carry out terror-
ist attacks. India’s use of artillery and other weapons against 
terror camps and launch pads inside PoK and Pakistan is to 
prevent these individuals from crossing over into Indian ter-
ritory. The same is not true of Pakistan, which initiates CFVs 
to specifically target civilians. There is a moral inequality that 
gets papered over when looking at these actions from purely a 
deterrence point of view. However if the gaze is shifted just a 
little away from the Cold War lens, one can see that this is an 
attempt by India to deny launch pads to terrorists inside what 
Pakistan claims to be its territory and punish Pakistan Army 
formations supporting the infiltration.

India’s use of artillery and other weapons against terror 
camps and launch pads inside PoK and Pakistan is to prevent 
these individuals from crossing over into Indian territory. The 
same is not true of Pakistan, which initiates CFVs to specifical-

ly target civilians. When it comes to escalation dominance or 
climbing the escalation ladder, the type of weapons used mat-
ter. Use of heavy weapons striking terrorist infrastructure and 
launch pads inside PoK is a sure shot message of conveying 
the severity. It is true that Pakistan also has the option of re-
sponding in the same currency, but India initiates strikes only 
on terror launch pads and training camps.

The retaliation by Pakistan is always on civilian ones. 
Though militarily, it may seem to be a tit-for-tat action, mor-
ally it’s a repugnant one. When India undertook non-military 
pre-emptive strikes on the terror camp in Balakot, it was doing 
so to protect its territory from future terror strikes and in do-
ing so, was supported by the global community.

Pakistan, on the other hand, attempted to carry out day-
light strikes against Indian military targets along the LoC to 
assert equivalence but failed after none of the intended tar-
gets were hit. Whether during the artillery duels on the LoC 
or during the strikes in Balakot, India retained the initiative to 
use heavier caliber weapons including air breathing platforms 
and Pakistan, in trying to maintain that false equivalence, had 
to react.

India and Pakistan are not equals -- in terms of economy, 
military might, diplomatic reach or political systems. Howev-
er, an incomplete theory of Cold War era deterrence that looks 
at relations between India and Pakistan, in some cases con-
verting them into a dyad, misses the main motivations of the 
actors in undertaking actions specifically at the LoC, attribut-
ing equivalence where none exists. The Indian army needs to 
keep up the pressure along the LoC.

(The article was first published by  
New Delhi-based Observer Research Foundation and is  

republished with permission. The writer is a serving  
Lieutenant Colonel in the Indian Army.)
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India’s closest friends 
blowing hot and cold

NEIGHBOURHOOD

By Amit Agnihotri

Though India’s efforts in dealing with Covid-19 amidst the re-
sultant economic downturn have won it appreciation world-
wide, a few irksome neighbours have tried to prick the country 
busy fighting the health emergency.

While Pakistan, ever-ready to fish in troubled waters even 
at the cost of further sinking in a mess of its own creation, al-
legedly tried to flare up terrorist activities in the Indian Union 
Territory (UT) of Jammu and Kashmir, on the northern front, 
Nepal, a long-time ally, too has made some unpleasant noises.

Interestingly, there is a common factor behind acts of both 
the South-Asian players, namely China. While Pakistan reg-
ularly brags about its friendship with China at international 
fora, Nepal too seems to be dancing to the dragon’s tunes of 
late. Nepal first. Though the Himalayan nation has been an 
old ally given India’s significant two-thirds role in its trade and 

cent percent oil supplies, several eyebrows in the Indian estab-
lishment were raised after Nepal’s recently published revised 
political maps showing parts of Indian territory as its own.

The move, seemingly instigated by China, which has been 
trying to enhance its influence across Nepal, has annoyed the 
government of India, inviting a sharp rebuke and an expres-
sion of hope that the boundary dispute would be resolved 
through dialogue by the Nepalese leadership.

The problem arose after Nepal’s cabinet endorsed a new 
political map showing Lipulekh, Kalapani and Limpiyadhu-
ra under its territory amidst a border dispute with India. The 
Lipulekh pass is western point near Kalapani over which both 
India and Nepal lay their claims. India says it is part of Uttara-
khand’s Pithoragrh district, while Nepal says the land is part 
of Dharchula district.

At the heart of the controversy is a road connecting Lip-
ulekh and Dharchula in Uttarakhand that India says will fa-
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cilitate the annual pilgrimage to the Kailash Mansarovar in 
China’s Tibet that passes through Nepal.

The Himalayan nation had earlier offered to provide the fa-
cility of a road on the same route on a lease, but without any 
territorial rights over the land. India, however, went ahead 
with its road construction, provoking both China and Nepal in 
the process. Defence Minister Rajnath Singh had inaugurated 
the 80-km stretch of the road on May 8.

“The road follows the pre-existing route used by the pil-
grims of Kailash-Mansarovar Yatra,” India’s external affairs 
ministry spokesperson Anurag Srivastava said.

Without naming China, Indian Army chief General Manoj 
Mukund Naravane recently remarked that Nepal was probably 
protesting “at someone else’s behest.”

The souring of the India-Nepal relations has also been re-
flected in the form of Nepalese prime minister K. P. Sharma 
Oli’s recent illogical remarks that India was responsible for 
the any trouble his nation faced and that the Indian virus was 
deadlier that the Chinese or the Italian strains.

The scene in the Indian UT of Jammu and Kashmir, which 
borders Pakistan, is no different. 

The UT, trying to find new political equilibrium after the 
controversial Article 370 applicable to the erstwhile state was 
rendered irrelevant in India’s Constitution in August 2019, has 
witnessed increased terrorist attacks on the security forces and 
intense shelling by the Pakistan Army along the Line of Con-
trol over the past weeks.

This clearly seems to be desperate acts inspired by Paki-
stan’s Inter-Service Intelligence aiming to breed unrest in the 
region while the Indian state was busy containing the Coro-
navirus pandemic. The terrorists and the border shelling have 
been dealt with strongly and adequately responded to, but such 
incidents expose the sick mind of an ill-willing neighbour.

Earlier in May, India issued a stern warning through the 
Pakistan’s High Commission in Delhi, saying the entire Union 
Territories of Jammu and Kashmir and Ladakh, including the 
areas of Gilgit and Baltistan, were an integral part of India by 
virtue of its fully legal and irrevocable accession.

The strong Indian response came in the wake of a Pakistan 
Supreme Court order asking the Advocate-General of Gilg-
it-Baltistan to change the Gilgit-Baltistan Order-2018 and set 
up a caretaker government there before the general elections 
for the Gilgit-Baltistan Council are held by September.

Though the area has been under administrative supervision 
of Pakistan’s capital Islamabad since 1947, Gilgit-Baltistan 
continues to be a disputed region between Pakistan and India 
and has not been officially integrated in to the neighbouring 
country. The locals, though, seek to become Pakistani citizens 
with full Constitutional rights.

India asked Pakistan to immediately vacate all areas under 
its illegal occupation.

On its part, China, a big Asian power with global aspira-
tions, too has not been neutral.

Reviving the memories of the 2017 Doklam stand-off, there 
has been aggression along the India-China border in Ladakh 
UT area in May. This behaviour led to a hand-to-hand fight 
between the Indian and Chinese troopers in North Sikkim and 
on the banks of high-altitude Pangong Tso in Ladakh.

India also deployed more troops following reports that Chi-
na was pitching tents near river Galwan, which had seen a flare 

up in 1962, while also undertaking construction activities.
Chinese helicopters too have been spotted flying in eastern 

parts of Ladakh, which lie close to the Line of Actual Control 
that marks the de facto border between the two neighbours. 
The Indian Air Force quickly responded by flying Su-30 fighter 
jets to match the Chinese misadventure.

But General Naravane played down the border tension, 
saying such incidents take place from time to time.

Though India has reiterated the sanctity of peace along the 
India-China border and noted that such skirmishes usually de-
pend on difference in perception of the LAC, the big power has 
blamed India for the situation and defended its aggression.

A report in the Global Times, a Chinese government 
mouthpiece, mentioned China had bolstered its defences in 
the Galwan Valley region in Ladakh and it was made necessary 
in response to India’s recent illegal construction of defence fa-
cilities.

However, the Chinese aggression may not be as simple as it 
seems. The United States, which has blamed China for spread-
ing the COVID-19 worldwide, has also expressed its displea-
sure over the recent Chinese behavior in Ladakh as well as the 
South China Sea.

“This is a reminder that Chinese aggression is not always 
rhetorical and whether it’s in the South China Sea or whether 
it’s along the border with India, we continue to see provoca-
tions and disturbing behaviour by China that raises questions 
about how China seeks to use its growing power,” US Principal 
Deputy Assistant Secretary of State at the Bureau of South and 
Central Asian Affairs Alice G. Wells said.

The Big Brother, they say, is watching, amid growing con-
cerns over US-China trade war in the post-Covid world, as 
China’s Foreign Minister Wang Yi said it was not turning into 
another ‘Cold War’ between the two nations.
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India, China can easily avoid 
border face-offs permanently

COVER STORY

By Lieutenant General S. L. Narasimhan
 
Starting from 2013, India-China boundary has had a few in-
cidents. Prior to that, only two incidents of importance had 
occurred post the 1962 war between India and China. They 
were at Nathu La in 1967 and Sumdrong Chu in 1986. Almost 
27 years later, both Indian and Chinese armies stared down 
on each other in Daulat Beg Oldi and a year later in Chumar. 
These high profile incidents were followed by the incident at 
Dolam Plateau in 2017. During the Dolam incident, another 
incident took place in Pangong Tso where in both Indian and 
Chinese armies were involved in a scuffle that resulted in pelt-
ing of stones.

Boundary between India and China has some areas that 
are agreed upon as disputed and sensitive by both the sides. 
Generally, the face-offs have been taking place in these areas. 
Starting from 2007, a few issues started coming up in Sikkim. 
The Chinese broke a temporary bunker in November 2007 in 

the general area of Dokala. The area of Finger in North Sikkim 
started becoming a bone of contention. 

Post Dolam incident, Wuhan summit took place between 
Prime Minister Narendra Modi and Chinese President Xi Jin-
ping. This meeting brought stability to the bilateral relation-
ship. There were very few incidents along the border that were 
reported after the meeting. Mamallapuram summit took place 
in 2019. These two meetings were expected to usher in a new 
era in bilateral relationship. This year also happens to be the 
70th year of establishing diplomatic relationship between both 
the countries. A total of 70 events were planned to be conduct-
ed in both the countries to commemorate the same. COVID-19 
has acted as a dampener to these celebrations. However, as 
many events as possible, may still be conducted.

India converting the Jammu and Kashmir and Ladakh as 
Union territories, which is a domestic matter, did not go down 
well with China, as the latter felt it is a threat to its claims on 
Eastern Ladakh. Moreover, due to China’s close relations with 
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Pakistan, Beijing felt compelled to raise the issue of Jammu 
and Kashmir in the United Natins Security Council many 
times. These actions of China queered the pitch in the bilat-
eral relations between India and China. However, no major 
adverse implications were felt due to the same.

While everything appeared to be going smoothly, a few 
incidents have been reported in the recent past that seem to 
raise questions about the state of relations between India and 
China. There were reports that Indian Army and People’s Lib-
eration Army (PLA) had a face off in Naku La (It is different 
from Nathu La) in North Sikkim. During that incident, it was 
reported that there was scuffle between the two sides resulting 
in injuries to a few on both sides. This was followed by another 
report saying there was another face off in Ladakh. On May 
12, further reports appeared stating that Indian Air force has 
scrambled its fighters a week before because some PLA heli-
copters were seen near the border. All these reports seem to 
suggest that all is not well between India and China. Before 
one comes to that conclusion, he or she needs to consider a 
few things.

India-China boundary question is yet to be resolved. The 
Line of Actual control (LAC), which came into existence after 
the 1962 war, is also not demarcated. Therefore, both China 
and India have their own perceptions of the LAC. This has 
given rise to areas that both sides claim to be their own and 
resulted in the disputed and sensitive areas mentioned earlier. 
Whenever patrols of both sides enter these areas at the same 
time, face-offs occur.

The period between May to September every year has bet-
ter climatic conditions along the LAC and therefore, both the 
countries’ armed forces increase the patrolling. Therefore, a 
greater number of face-offs take place during this season. As 
a corollary, this also explains the least number of face-offs 
during the winter.

From 1967 onwards, not a single round of bullets has been 
fired across the India-China boundary. Whenever face-offs 
take place, these are resolved locally between commanders on 
either side.

Many agreements have been signed between India and 
China to maintain the peace and tranquillity along the border. 
Based on these agreements several Standard Operating Pro-
cedures (SOPs) have been agreed upon by both the sides to 
deescalate the face-offs whenever and wherever they occur.

Border personnel meetings take place at regular intervals 
at Spanggur Gap, Nathu La, Bum La and Kibithu. Border per-
sonnel meetings also take place in Kepang La. Issues along 
the border that are faced by both sides are resolved in these 
meetings. Moreover, flag meetings are held whenever there is 
a need to resolve issues that may arise in between the border 
personnel meetings. 

The LAC between India and China is 3,488-km long. It is 
the world’s largest unresolved boundary. Long stretches of this 
LAC run through inhospitable terrain and both sides endeav-
our to keep their territory under observation and control. That 
effort can be considered to be normal. However, when one side 
does not adhere to the SOPs agreed upon, the face-offs occur. 
Often, the Chinese side seems to be the one that does not fol-
low them.

Having seen the arrangements in place to deal with the sit-
uations that may arise on the ground, the incidents that take 

place along the LAC, we need to look at what needs to be done.
Both sides should adhere to the standard operating proce-

dures. This will ensure that face-offs are resolved at the first 
instance without escalation.

The LAC should be clarified at the earliest. There was an ef-
fort towards this about 20 years ago. The maps with markings 
of the respective perceptions of the LAC were exchanged for 
the central sector. When the maps were to be exchanged for 
the western sector after that, the Chinese refused to go ahead. 
If the maps are exchanged for the other sectors, it will indicate 
where on ground each side perceives the LAC and thereafter, 
efforts can be made to device ways and means of reducing the 
face-offs.

The sensitivity to incidents along the LAC needs to be re-
duced. The moment any incident comes to notice, the reaction 
goes out of control. Moreover, threats of one kind or the other 
is perceived without ascertaining the facts on the ground.

Technology may be deployed increase the surveillance on 
the border. This will enable less human interaction and reduce 
the face-offs. The use of technology will also enable maintain-
ing a check on developments of roads and tracks closer to the 
LAC.

Leaders and governments of both countries understand 
that a conflict, for any reason, affects everyone adversely. Both 
the countries and their armed forces need to ensure peace and 
tranquillity along the boundary.

(The article first appeared on Dainik Bhaskar Digital in 
Hindi. The writer is a retired Indian Army officer; Member, 

National Security Advisory Board; and Director General, 
Centre for Contemporary China Studies)
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Defence Industrial Corridors 
need focused government 
effort for growth

INFRASTRUCTURE

By Anurag Garg

Formation of Defence Industrial Corridors (DICs) is one of the 
most significant steps in pursuit of local capability develop-
ment and capacity creation by the Indian government.  DICs 
announced for states of Uttar Pradesh and Tamil Nadu can 
prove a boon for these states’ economy, just like the uptick 
that happens when a large automotive Original Equipment 
Manufacturer (OEM) sets up shop in any state and is typically 
followed by its supply chain.

Significant Aerospace and Defence (A&D) industrial capa-
bility exists today in states of Karnataka, Andhra Pradesh and 
Telangana, supported by the supply chains of key Defence Pub-
lic Sector Undertakings playing the anchor role - which makes 
these states the preferred destinations for A&D companies in 

India and globally, when thinking of setting up operations.
However, none of these capability belts have been devel-

oped as a formal DIC. Hence, this announcement is of signifi-
cance given Indian government’s intent towards driving DICs’ 
set-up and growth in a programme-managed fashion, rather 
than letting them grow at their own pace in a fragmented man-
ner. This will also result in creation of lower volume but high 
quality of specialised jobs in those states, in turn, enabling 
these states to attract furthermore investments.

The foreign companies will benefit from coherence on 
where the government is promoting them to set up operations, 
and possible support with faster approvals and potential tax 
breaks or incentives, depending upon what the government 
may offer to attract foreign companies. The Indian industry 
will be able to capitalise on possible inflow of foreign anchor 
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OEMs and Tier-1s, accessing whom is a challenge while oper-
ating in India, and may result in possible play in their global 
supply chain.

It is expected that formation of DICs will not only result in 
faster pace of indigenisation and enhanced quantum of local 
content, it will also energise the defence sector in India. To en-
sure that DICs energise the defence sector in India, it would be 
critical that there is some certainty of demand for any compa-
ny setting up operations in these DICs, so that economic via-
bility of the new operations is ensured. In addition, there must 
be minimal process steps and faster approvals to secure land 
and to start operations - ideally done from a single window. 
The logistical connectivity of DICs, and policy or regulatory 
structure must support the operations to drive domestic sales 
as well as exports in equal measure. For example, the govern-
ment may think of doing away with import duties on critical 
A&D grade raw materials or equipment, even if the end prod-
uct is supplied locally.

The government and industry must work in tandem to en-
sure that DICs emerge as a grand success. The government 
must not go ahead with the approach of just finding tenants for 
DICs, and rather must decide what strategic problem is to be 
solved via setting up of DICs. For example, facilitating set up 
of operations to locally manufacture A&D grade raw materials 
and electronics, which are typically imported, would do a great 

service to the intent of local manufacturing.
This will not be simple, as the government will also need 

to understand the current capabilities of each DICs’ ecosys-
tem, to ascertain the primary role the DIC will play to solve 
these strategic problems, and the gap from the capabilities re-
quired to deliver these products or services. Subsequently, the 
government must identify projects to improve the supporting 
infrastructure, supply chain services, Research and Develop-
ment (R&D) infrastructure, and make necessary investments 
in this direction. Furthermore, the government must enable 
funding services, DIC governance and marketing, so that these 
DICs are jump started to be self-sustaining.

From the industry’s standpoint, it is critical to aim to build 
globally competitive capabilities, and to target India and glob-
al demand operating from DICs - this will ensure that the 
economic viability of the operations is supported by a wider 
addressable market base, beyond just addressing the Indian 
defence sector demand.

Having said all of this, there can be no better catalyst than 
faster pace of awarding big Make-in-India procurement or-
ders, which will provide a lot of confidence to the industry to 
move fast towards setting up operations in these envisaged 
DICs.

(The writer is Director 
– Aerospace and Defence at Pwc India)
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Social Media: New 
Dimensions of Warfare

DIGITAL SECURITY

By Lieutenant Colonel Akshat Upadhyay

Social media, an umbrella term, is defined as any web or mo-
bile based platform that enables an individual or agency to 
communicate interactively and enables exchange of user gen-
erated content. Enabling cheap, accessible and instant com-
munication worldwide, social media has revolutionised the 
way people interact with each other. It is based on Web 2.0 
which emphasises user generated content over state/corpora-
tion-based broadcast modes. The variety of content afforded 
and integration with number of smart devices implies that the 
same platform can be used to influence people devoid of any 
geographical inhibitions. This influence, when weaponised by 
nation-states and non-state actors alike, may render conven-
tional warfare impracticable.

Shifting Paradigm of Warfare

War is a means to achieve a state’s political objectives through 
the utilisation of military force. From Napoleon till the end 
of the Second World War, warfare was state-centric and ‘to-
tal’, that is, involving the entire society. However, the advent 
of nuclear weapons and rapid decolonisation across Asia and 

Africa have made ‘total’ war less probable now. Massive so-
cietal, cultural, political and economic fault lines within the 
newly created countries have led to the rejuvenation of terror-
ism as a favoured method of conflict. We are now witnessing 
a ‘war amongst people’, a war where civilians are the targets, 
objectives, and predominantly the opposing force. Social me-
dia, which comprises users, social media platforms (SMPs) 
and related infrastructure, by placing content creation, analy-
sis and delivery into the hands of users along with providing a 
common platform for idea and ideologies, has brought warfare 
participation down to the level of ordinary citizens.

Attributes of Social Media

The Good. The main attributes of social media are accessibili-
ty (extremely low barriers of entry), speed (maximum impact, 
minimum time), anonymity (manipulation, fake news), high 
volume of data exchange (noise versus genuine content), and 
flat structure (common platform for minorities, radicals and 
extremists alike). An innovative use of social media has been 
the use of open source intelligence (OSINT) to uncover state 
complicity in terrorist acts. Activists mobilised people for Arab 
Spring and the current protests in Hong Kong using SMPs.
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The Bad. Use of social media exposes vulnerabilities of us-
ers (manipulation of news feed of 700,000 users – emotional 
contagion), provides an unregulated environment (8chan and 
Christchurch and El Paso shootings), and enables rapidity of 
spreading panic (child kidnapping messages on WhatsApp 
and subsequent lynching of innocent people).

And the Ugly. Islamic State (IS) and al Qaeda (AQ) have 
exploited SMPs for spreading their extremist ideologies, re-
cruiting members, intimating the progress of their battles and 
franchising their expertise down to individuals. SMPs have 
been supplemented by sensor-based devices along with ap-
plications (apps) which merge physical, emotional and cogni-
tive attributes of users to create what some analysts refer to 
as ‘surveillance capitalism’, mining of big data for generating 
revenues. Combined with the emotional contagion effect, data 
from SMPs have been used by companies like Cambridge An-
alytica for influencing the results of the United States (US) 
presidential and many other elections and United Kingdom’s 
Brexit campaign.

Weaponisation of Social Media

Non-Viability of Warfare Generations. There have been at-
tempts to categorise warfare into generations with defining 
characteristics, however, most ideas and technologies of these 
‘generations’ bleed into one another rather than staying im-
permeable. This simply implies that despite conventional bat-

tles or inter-state rivalries being considered passé, they oper-
ate alongside SMPs and terrorism to give rise to complicated 
battlefield scenarios where information dominance will lead to 
an overwhelming edge. In most scenarios, the adversary aims 
to affect change in population’s attitudes towards their host 
government to exacerbate existing fault lines and weaken the 
state from within, thereby precluding the need for major mil-
itary confrontation. SMPs which are designed to collect and 
monetise massive data about their users are the best platforms 
to conduct these operations.

Russian Information Operations (IO) Efforts. Russia ran an 
extensive campaign to influence election results in the US. In 
an exhaustive study, where a total of 10.4 million tweets, 1100 
YouTube videos, 116,000 Instagram posts, and 61,500 unique 
Facebook posts published by Russian Internet Research Agen-
cy (IRA) from 2015 through 2017 were analysed, a tenuous 
link was established between the Russian efforts and outcome 
of the election results. Also, Facebook’s head of security in 
2017 specifically pointed out the ‘Unpublished Page Post Ads’ 
feature that allowed for very specific targeting of audiences. 
These ads were used to generate hostility towards certain eth-
nic groups and run a negative campaign against some candi-
dates. Russia also used social media extensively to undermine 
the credibility of the Ukrainian government using hoaxes, fake 
news and integrating its mass media network with social me-
dia attacks.
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Pakistan IO during Balakot Crisis.  Pakistan’s Director 
General of Inter Services Public Relations (DG-ISPR) has used 
social media extensively as a weapon both against adversaries 
and citizens alike.

The Balakot incident showcased attempts by ISPR to wage 
hybrid war (conventional and unconventional capabilities ap-
plied together) against India. Misinformation on the location 
of Balakot, number of terrorists killed in Indian airstrikes, 
number of captured Indian pilots and Pakistani downed pilots 
saturated SMPs, mostly in the form of bots and fake accounts. 
Attempts were also made to create/reinforce political divisions 
within India during the Balakot episode. Most of them were 
removed later by Facebook and Twitter. Edited videos of the 
captured pilot were circulated by ISPR to discredit the Indi-
an government. ISPR also coordinated a number of columns 
by reputed Pakistani expatriates, floated and retweeted heav-
ily, which put the focus on Pakistan’s apparent magnanimous 
gesture of returning the pilot and painting the Indian state as 
aggressive.

Use of Social Media by Non-State Actors. This article as-
sumes a broad view of non-state actors, not limiting them to 
violent groups only. The major aims for non-state actors are 
recruitment, propagation of message and illegally overthrow-
ing existing structures of governance. Cambridge Analytica, a 
‘big data’ firm, boasted of ‘supporting’ around 100 electoral 
campaigns across five continents using SMPs. IS live tweet-
ed its war against the Iraq Army during its capture of Mosul 
in 2014. Initially predominant on Twitter and Facebook, IS 
used a number of innovations to ensure that it captured global 
attention. It used trend hijacking / hashtag hijacking during 
Football World Cup, embedding beheading videos on trending 
World Cup hashtags on Twitter, used cross-sectional linking of 
SMP links and influenced a number of Westerners to join the 
Caliphate using a number of online ‘influencers’. Once social 
media giants started shutting down IS accounts, it switched 

to ‘adaptive cognitive networks’, a technique wherein a num-
ber of inactive accounts are used as reserves, in case of main 
accounts being shut down or suspended. The reserve accounts 
are then repopulated with almost the same number of follow-
ers using retweets and messages. This is known as the ‘DEER’ 
approach i.e. Dissemination, Deletion (thwarted), Evolution, 
Expansion and Replenishment. IS, AQ and other terrorist 
groups have now shifted to lesser known but heavily encrypted 
and unregulated platforms such as justpaste.it, dump.to, Tele-
gram, Signal etc., the so-called ‘black boxes’ of IS propaganda. 
AQ even published a Do-it-Yourself (DIY) guide to making a 
bomb using ingredients from a home kitchen, in its English 
language magazine, Inspire. Protestors across the world use 
SMPs to mobilise and challenge state authority in countries as 
diverse as India, China, US and Brazil.

Social Media and Low Intensity Conflict 
Operations (LICO)

With such diverse implementation, social media has proved 
to be a game changer in LICO, which are a series of conflicts 
in a long drawn ‘people’s war’. Here the most important actor 
is the ordinary citizen as he is the target, audience and the ad-
versary. The war is for the hearts and minds and perception 
management trumps kinetic operations.

Use of Social Media by Non-State Actors in LICO. Social 
media’s use in LICO is devastating. It is used by non-state 
actors to conduct propaganda operations, using photos and 
videos shared on SMPs to create / reinforce negative percep-
tions of security forces, state authorities and institutions. It is 
also used to mobilise and plan operations, crowdsource funds 
for operations and most importantly, recruit members to the 
cause. In case of Jammu and Kashmir (J&K), nasheeds (reli-
gious songs) are used in videos of killed terrorists and floated 
on social media to influence the population while WhatsApp 
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and other platforms are used to quickly congregate at an en-
counter site and block the operations of armed forces.

Use of Social Media by States in LICO. States can resort to 
either strategic communication (SC) or IO when dealing with 
adversaries in LICO. SC implies using pan government resourc-
es and processes and engaging key audiences to advance nation-
al interests using coordinated information, themes, actions in 
sync with other elements of national power. Here the term ‘key 
audiences’ refers to friendly, neutral and adversarial audience. 
The focus is exclusively on the cognitive domain. IO focuses on 
the physical, informational and cognitive domains of adversar-
ial human and automated decision making. SC and IO make 
heavy use of social media but for different purposes. SC is used 
to send coordinated messages to the intended audience where 
one of the media is social media and intention is to engage and 
understand. IO is more offensive, where social media is used 
both, for countering propaganda and saturating the information 
space with noise in times of war / conflict. SC and IO can be ap-
plied in LICO simultaneously but have to be done by different 
actors, so as to maintain credibility of the messages.

Components of SC and IO.  SC comprises enabling ca-
pacities such as public affairs (PA), psychological operations 
(PsyOps) and military diplomacy (MD). It aims to balance 
physical actions with aspects of IO to focus on the cognitive as-
pect of key audiences. SC is conducted at the highest level i.e. 
the department handling foreign affairs. Military operations 
support SC. IO, on the other hand, consists of three major 
components: cyber infrastructure, electromagnetic spectrum 
operations and PsyOps. It is inherently a military operation 
that targets the physical, technical and cognitive domains of 
the adversary’s human and automated decision-making pro-
cesses i.e. the users and their networks. The aim is to influence, 
disrupt, corrupt or usurp. Capabilities used are in the open as 
well as covert domain. Social media forms part of PsyOps.

Indian Army and Social Media

Manipulation of Security Forces and Families.   Security forc-
es, particularly their families, are at heightened risks of being 

manipulated through social media. This manipulation broadly 
takes either of the two forms: divulging of classified informa-
tion; coercing individuals to undertake operations within their 
host country.

Leakage of Classified Information. SMPs collect massive 
amounts of personal data on their users by continuously an-
alysing what they post, time spent, their likes, comments, etc. 
This data is sold off to various commercial entities for use in 
targeted ads. SMPs are also merging with biosensor and audio 
enabled devices, such as smart assistants and fitness bands, to 
generate and collect additional data about their users. Some-
times this data is inadvertently leaked, as in the case of Strava, 
a jogging app, which revealed the location of American secret 
military bases in the public domain. A number of times com-
panies employ artificial intelligence (AI) or humans to ‘listen’ 
to conversations of their users. All these are security hazards. 
Conversations involving locations and movement of forma-
tions can be easily captured by such devices.

Undertaking Operations against Host Country.  Honey 
traps and entrapments are common methods through which 
state and non-state actors try to coerce and manipulate secu-
rity forces, and their families, into conducting espionage or 
worse, sabotage. A number of themes, such as ‘Referendum 
2020’, are being used to target specific demographics within 
the armed forces to sow discord. Targeting capabilities afford-
ed by SMPs, primarily for commercial companies, can easily 
be exploited to push theme specific agendas. Chinese agents 
prowl job search SMPs, such as LinkedIn, to lure members of 
armed forces by pretending to be academicians or prospective 
employers. Prolonged usage of social media is leading to major 
disciplinary issues within the armed forces themselves.

Social Media Hygiene. The best way for security forces, and 
their families, to keep themselves safe from inimical actors 
on SMPs is to follow a good social media and cyber hygiene. 
Basics such as not logging on to unprotected WiFi networks, 
disabling geotagging on mobiles, double checking the various 
permissions given to apps, periodically checking on the mem-
bers of various groups within SMPs, switching off mobile data 
when not in use, should be followed. Every major and minor 
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unit must appoint / train an individual within the unit, a ‘so-
cial media advisor’ who must perform informal checks on the 
mobile devices of families for loopholes and also advise them 
on the way forward.

Doctrinal and Structural Changes Required 
in Armed Forces

Understanding Armed Forces Doctrines.  The latest ‘Indian 
Army Land Warfare Doctrine 2018’ and the ‘Joint Doctrine for 
Indian Armed Forces (JDIAF) 2017’ remain the only public re-
source available for analysing the intent, capability and capac-
ity of armed forces to use social media as part of next genera-
tion warfare. India does not publish any defence white paper, 
neither has a concrete National Security Strategy (NSS) doc-
ument yet. Though both JDIAF 2017 and Land Warfare Doc-
trine refer to social media, the focus is on a very narrow and 
conventional understanding, essentially as a platform for host-
ing violent content or for public relations (PR). The Land War-
fare Doctrine lists utilising social media as part of PsyOps for 
‘Public Information (PI) and Perception Management (PM)’, 
a term which has become obsolete. Similarly, JDIAF refers to 
use of social media as part of ‘internal threats and challenges’ 
for ‘radicalisation of youth in some states’. Both the doctrines, 
with their exclusive emphasis on traditional definitions and 
understanding of social media as inherently negative, still pro-
pound a territorial approach towards warfare.

Targeting the Cognitive Domain. Indian armed forces’ 
offensive focus is effectively on the physical and to a degree, 
technical aspect of cyber warfare. The third, that is cognitive, 
still remains peripheral to operational plans. Cyber operations, 
as envisaged for war, are essentially for cyber network defence, 
exploitation and attack, focusing on the electromagnetic spec-

trum (EMS) and physical systems. Their effects are general-
ly instant and can be verified by involved agencies. Cognitive 
changes, whenever affected, are difficult to gauge and require 
constant and long-term monitoring. Their effects are also not 
very evident directly on the objects against which operations 
are conducted. Changes may be visible in the medium of on 
and offline communications. Minute variations in tone of mes-
sages on SMPs or garnering likes on subjects previously left 
untouched may indicate a cognitive shift. It must be stated that 
merely a cognitive shift is not the terminus. Due to the unpre-
dictable nature of human thought process, this shift may just 
be the opposite of what is aimed at. So, cognitive shifts need 
to be monitored by specialists in armed forces who can detect 
these changes and design their themes or narratives continu-
ously to intervene and apply mid-course corrections.

Doctrinal Changes Required. Doctrinal changes that need 
to be incorporated involve; firstly recognition of the increasing 
use of social media as force multiplier for forces; secondly use 
of influence operations to manage attitudes and behaviours of 
target population using social media; thirdly incorporation of 
all aspects of social media such as Open-source intelligence 
(OSINT), encryption and communication in operational plans 
of the formations; and fourthly use social media as part of stra-
tegic communication on the strategic and theatre level. Within 
the three Services, Additional Directorate General of Public 
Information (ADGPI) is mandated to carry out social media 
monitoring to dispel misinformation about the army. The De-
fence Intelligence Agency (DIA) also carries out social media 
monitoring but is under HQ Integrated Defence Staff (IDS). 
None of them is mandated to use social media as an offensive 
tool of IO.

Structural Changes Required. The tasks currently envis-
aged for Defence Cyber Agency (DCA) are EMS operations and 
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cyber operations, two of three components of IO. However, 
there needs to be a third vertical that focuses on social me-
dia operations. The ‘how’ and ‘why’ will flow either from the 
NSS or Raksha Mantri’s Directives. The social media vertical 
must include three subsections: content creation, monitoring, 
and research and analysis. The content creation team will de-
sign broad themes and narratives as per the prevailing situ-
ation and strategic directives received from the government. 
The content monitoring team will apply social media analysis 
(SMA) tools to scan the various relevant SMPs for ‘flashpoints’ 
– any likely piece of information such as a comment, picture, 
video or news item, which has the potential to go ‘viral’ and is 
malafide in its intent. The research and analysis team will look 
for unregulated SMPs or message boards, scour the ‘Deep’ and 
‘Dark’ web and create analysis reports, using relevant histor-
ical and cultural contexts, to feedback the other two teams. 
They will also act as advisors for the IO formations at the com-
mand level and below.

Cyber Command. DCA, which may later be reconfigured as 
Cyber Command (CYCOM) with creation of integrated theatre 
commands, will formulate region / fault line specific social 
media directives and disseminate them to the theatre com-
mands’ IO directorates, to pass them on further to the field for-
mations. The three Services will also maintain their respective 
PI directorates which, in conjunction with CYCOM, will act as 
part of SC of Ministry of External Affairs (MEA). All field for-
mations will have integrated social media cells to convert the 
broad directives received from CYCOM into specific themes, 
monitor local pages on SMPs and input the information to 
their commander to enable him to create effective battle plans. 
This format will be more effective in the theatre command or 
Integrated Battle Group (IBG) concept as both are geograph-
ically tailored for particular terrains and adversaries and cog-
nitive aspect of IO requires longevity and sustainability of the 
themes and narrative to make the target population more pal-
atable to our operations.

Coordination with Various State Organs. Social Media In-
tervention Teams (SMITs) must be created at CYCOM / DCA 
and theatre command levels that respond to ‘wildcard’ events 
by either coordinating with SMPs to shut down accounts or in-
tervene to prevent a hashtag from trending. Liaison with local 
law enforcement agencies (LEAs) in case of spotting extremist 
content and internet infrastructure providers may be resorted 
to by CYCOM. CYCOM may also establish an Artificial Intelli-
gence (AI) / Machine Learning (ML) cell, in conjunction with 
Defence Research and Development Organisation (DRDO), 
to liaise with industry and academic experts on how to inte-
grate AI / ML with social media ‘Big Data’ analysis. This will 
enable it to pick up threats and opportunities for exploitation 
much faster. CYCOM, through the National Cyber Security Co-
ordinator (NCSC), can coordinate with National Investigative 
Agency (NIA), Intelligence Bureau (IB), Research & Analysis 
Wing (R&AW), Ministry of Home Affairs (MHA), Ministry of 
Defence (MoD), MEA and the signal intelligence (SIGINT) di-
rectorate of the DIA.

Conclusion

Social media, through its user generated content and instant 
communication, has changed the way warfare is being / will be 
waged. More innovations in terms of ‘deepfake’ videos, web-
site morphing will test the credibility of the state as a whole, 
more so the armed forces, to find and fix the enemy. No more 
can any country declare ‘we have won the war’ so convincingly. 
It is imperative that the armed forces be trained and educated 
in the use of social media as an enabler, and also be aware of its 
use by vicious actors to create conditions of war or worse, fight 
a war without us even realising that it has begun.

(The article was first published in Journal of United 
Services Institution of India, at Vol. CL, No. 619, 

January-March 2020. The writer is a serving 
Lieutenant Colonel in the Indian Army.)
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Himalayan Blunder
Nepal plays the China game, ignoring its umbilical ties with India


